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CyberArk PAS

certification course
(Leve2: Defender + Level3: Sentry)

What is CyberArk?

CyberArk is Privileged Access Security helps in
securing the organization’s most important assets,
their Privilege accounts. 70-80% of the attacks are
focused on privileged accounts, So securing the
privileged accounts is a high priority for companies
nowadays.

Why Should | learn CyberArk ?
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About Programme

IdentitySkills has developed the Online CyberArk
Training curriculum that perfectly suits the needs of a IDENTITY
beginner who is aiming to become experts in SKILLS
managing privileged accounts through a security
solution. Our trainers will start the course with basic
security concepts such as authentication,
authorization, encryption, etc. It will enable you

to easily comprehend the technicalities of

CyberArk Core Pas Security Solution with

the CyberArk Course.

Key Features
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| Training Curriculum

Duration: 20-25 Hours

Module 1:
Privileged Identity
Management - Introduction

CyberArk CORE PAS Training

* Enterprise pain areas
- Associated risk
 Expected Solution

Module 2: CyberArk Overview

+ Overview of CyberArk’s Approach to mitigate Risks

Module 3:
CyberArk Solution Components

Detailed discussions on each component’s functions,
communications, Pre-requisites and Installation impact

 CyberArk Vault

+ Password Vault Web Access Manager
* Privileged Session Manager

« Central Policy Manager

* PrivateArk Client

Module 4:
CyberArk Infrastructure
Installation

LAB Implementation

- Installation Pre-requisites (Network, Software 0S/Hardware)
 CyberArk Port awareness

* CyberArk Vault Installation

- CyberArk Active Directory Integration

 CyberArk Email Notification engine configure awareness
 CyberArk CPM Installation.

+ CyberArk PVWA Installation

* CyberArk PSM Installation

 CyberArk Vault Client Installation
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| Training Curriculum

LAB Implementation

» CyberArk Policy Configuration Overview
Module 5: * Master Policy

CyberArk Policy Creation + CPM Platform Policy

+ Exceptions

 Password Complexity

+ Platform Settings

Doubts and questions for above

- Safe Creation

+ User addition (Ldap)

+ User Access Matrix

* Dual Control

* Object Level Access Control

Module 6:
CyberArk Safe Management

+ Windows

* Unix/Linux

+ Network Device Overview

+ Security Device Overview

- Databse Device Overview

+ Web Connections Overview

Module 7:
CyberArk Account Integration

+ Accounts Onboarding

+ Accounts Discovery

+ Password Upload Utility

+ Password Reconciliation

+ Access privilege of User Accounts in PAM
* Authentication (2-factor) Overview

* Auditing/Reporting

* Session Recording

+ Account Retention

Module 8:
CyberArk Use Cases-Part1

Doubts and questions for above
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| Training Curriculum

o User Authentication issues
o User Lockout issues

o CPM Verification Issue
Module 9: CyberArk use cases: o Password Change/Management failure
Part 2 o CPM logs/Debugging

0 PSM connection issues

o PSM troubleshooting/Debugging

Doubts and questions for above

o Creating an encrypted credential password file for pvwaapp

user
Module 10: CyberArk o Creating an encrypted credential password file for gw user
Credential o Creating an encrypted credential password file for a

password manager user

Theory, Implementation and Demo DR Drill

dul - cvb < Di o DR Vault
Module 11: CyberArk Disaster 0 DR CPM
Recovery
o DR PVYWA
o DR PSM

CyberArk Certfication- How to prepare?

. o CyberArk Defender
Module 12: Certfication
Overview o CyberArk Sentry
o CyberArk CDE

Doubts and questions for above
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| Reviews

Prateek Sonar

| took CyberArk Training from IdentitySkills. The trainer was
really great, not only in terms of knowledge but also in explain-
ing the complicated concepts with simplest examples. They
Also helped me with resume and interviews preparations.

Venkataphaniteja Reddy in

In My opinion, IdentitySkills is an amazing institute if you want
to learn new skills. The trainers are really helpful, they mix up
theory and lab environments to create a wonderful course
content that can make the learning path more simpler for you.
In my case even after the training was over, the trainers were
there to support all my queries.

Hareram Shah lin|

| took multiple courses with Identityskills. One thing that was
common in all of them that the courses are designed for
anyone who want to change their career path and want to learn
a new skill from scratch. Explanations were simple and easier
to understand, support was great, and they even helped and
guided me for job Interviews preparations. | would highly
recommend IdentitySkills.

Our Alumni Work at
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| Modes of Training

SELF-PACED COURSE INSTRUCTOR-LED

Lifetime Access to Study
Materials

Lifetime Access to Study
Materials

15 days access to the Virtual
Labs for Hand-on

40 days access to the Virtual
Lab for Practical Hands on

Access to Recorded sessions Live 1-1 and Batch Training

24/7 Support Access to Recorded sessions
% Live 1-1 and Batch Training 24/7 Support
% Resume Building Resume Bulding
X Certification Assisatnce Certifcation Assisatnce
% Job Interview Preparation Job Interview Preparation

To get quotations for each of the mode of trainings, please reach out to us at:

Q

+91 6204012089 / +916207605341

™

info@identityskills.com
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